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DisclaimerDisclaimerDisclaimerDisclaimerDisclaimerDisclaimerDisclaimerDisclaimer

• This is not an This is not an This is not an This is not an ““““official positionofficial positionofficial positionofficial position”””” of any of any of any of any 
organizationorganizationorganizationorganization

• These are personal reflections based upon These are personal reflections based upon These are personal reflections based upon These are personal reflections based upon 
experiences in working with Protection experiences in working with Protection experiences in working with Protection experiences in working with Protection 
Profiles for Security Service Packages (SSPs)Profiles for Security Service Packages (SSPs)Profiles for Security Service Packages (SSPs)Profiles for Security Service Packages (SSPs)
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ExperiencesExperiencesExperiencesExperiencesExperiencesExperiencesExperiencesExperiences

• Develop a testable methodology for security 
service packages (SSP)

• Develop a security target for a smart card

• Teach CC to a graduate class

• Graduate class project to write PP for an SSP
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Outline of TalkOutline of TalkOutline of TalkOutline of TalkOutline of TalkOutline of TalkOutline of TalkOutline of Talk

• Background

• SSP features

• Differences between PPs & SSPs

• Testing an SSP

• Case study: Smart Card

• Conclusions
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CC OrganizationCC OrganizationCC OrganizationCC OrganizationCC OrganizationCC OrganizationCC OrganizationCC Organization

CC/PP

Class1 Class2

Family Family Family

SFR/SAR SFR/SAR SFR/SAR SFR/SAR SFR/SAR

SFR/SAR SFR/SAR
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Common CriteriaCommon CriteriaCommon CriteriaCommon CriteriaCommon CriteriaCommon CriteriaCommon CriteriaCommon Criteria

• The CC is viewed as a dictionary of possible The CC is viewed as a dictionary of possible The CC is viewed as a dictionary of possible The CC is viewed as a dictionary of possible 
security and assurance functionssecurity and assurance functionssecurity and assurance functionssecurity and assurance functions

• CC lists smallest possible increments of these CC lists smallest possible increments of these CC lists smallest possible increments of these CC lists smallest possible increments of these 
security and assurance functionssecurity and assurance functionssecurity and assurance functionssecurity and assurance functions

• CC organized hierarchically by functionCC organized hierarchically by functionCC organized hierarchically by functionCC organized hierarchically by function

• Wide choice in building Wide choice in building Wide choice in building Wide choice in building PPsPPsPPsPPs, and , and , and , and STsSTsSTsSTs
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Protection ProfilesProtection ProfilesProtection ProfilesProtection ProfilesProtection ProfilesProtection ProfilesProtection ProfilesProtection Profiles

• Protection Profiles (PPs) define an implementationProtection Profiles (PPs) define an implementationProtection Profiles (PPs) define an implementationProtection Profiles (PPs) define an implementation----
independent set of security requirements for a class independent set of security requirements for a class independent set of security requirements for a class independent set of security requirements for a class 
of of of of TOEsTOEsTOEsTOEs....

• Protection Profile document structure (same structure for  an Protection Profile document structure (same structure for  an Protection Profile document structure (same structure for  an Protection Profile document structure (same structure for  an 
SSP)SSP)SSP)SSP)
1.1.1.1. PP IntroductionPP IntroductionPP IntroductionPP Introduction
2.2.2.2. TOE DescriptionTOE DescriptionTOE DescriptionTOE Description
3.3.3.3. TOE Security Environment (Threat, Assumption, Policy)TOE Security Environment (Threat, Assumption, Policy)TOE Security Environment (Threat, Assumption, Policy)TOE Security Environment (Threat, Assumption, Policy)
4.4.4.4. Security ObjectivesSecurity ObjectivesSecurity ObjectivesSecurity Objectives
5.5.5.5. Security Requirements (Functional and Assurance)Security Requirements (Functional and Assurance)Security Requirements (Functional and Assurance)Security Requirements (Functional and Assurance)
6.6.6.6. Application NotesApplication NotesApplication NotesApplication Notes
7.7.7.7. RationaleRationaleRationaleRationale

• But, users may need  a grouping by purpose, But, users may need  a grouping by purpose, But, users may need  a grouping by purpose, But, users may need  a grouping by purpose, 
objectives, or objectives, or objectives, or objectives, or ““““servicesservicesservicesservices””””
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Assurance GroupingAssurance GroupingAssurance GroupingAssurance GroupingAssurance GroupingAssurance GroupingAssurance GroupingAssurance Grouping

• AssuranceAssuranceAssuranceAssurance requirements grouped in requirements grouped in requirements grouped in requirements grouped in 
Consistency Instruction Manuals (Consistency Instruction Manuals (Consistency Instruction Manuals (Consistency Instruction Manuals (CIMsCIMsCIMsCIMs))))
– Basic, medium robustness, etcBasic, medium robustness, etcBasic, medium robustness, etcBasic, medium robustness, etc

• Grouping makes Grouping makes Grouping makes Grouping makes PPsPPsPPsPPs easier to writeeasier to writeeasier to writeeasier to write

• We need to group security functional We need to group security functional We need to group security functional We need to group security functional 
requirements into requirements into requirements into requirements into ““““servicesservicesservicesservices””””
– Then write a PP for those Then write a PP for those Then write a PP for those Then write a PP for those Security Service PackagesSecurity Service PackagesSecurity Service PackagesSecurity Service Packages ((((SSPsSSPsSSPsSSPs))))
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Security Service PackagesSecurity Service PackagesSecurity Service PackagesSecurity Service PackagesSecurity Service PackagesSecurity Service PackagesSecurity Service PackagesSecurity Service Packages

• SSPs are distinct forms of Protection Profiles in that SSPs are distinct forms of Protection Profiles in that SSPs are distinct forms of Protection Profiles in that SSPs are distinct forms of Protection Profiles in that 
they are not intended to identify a concrete or they are not intended to identify a concrete or they are not intended to identify a concrete or they are not intended to identify a concrete or 
complete set of threats for a TOE.  complete set of threats for a TOE.  complete set of threats for a TOE.  complete set of threats for a TOE.  

• SSPs aim at meeting a set of security SSPs aim at meeting a set of security SSPs aim at meeting a set of security SSPs aim at meeting a set of security objectivesobjectivesobjectivesobjectives

• Designed as modular elements for constructing PPsDesigned as modular elements for constructing PPsDesigned as modular elements for constructing PPsDesigned as modular elements for constructing PPs

• SSP organization SSP organization SSP organization SSP organization ---- identical to that of a regular PPidentical to that of a regular PPidentical to that of a regular PPidentical to that of a regular PP

• SSP contents and narrative text broadly characterize SSP contents and narrative text broadly characterize SSP contents and narrative text broadly characterize SSP contents and narrative text broadly characterize 
essential elements of a security serviceessential elements of a security serviceessential elements of a security serviceessential elements of a security service
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PPPPPPPPPPPPPPPP/SSP Elements/SSP Elements/SSP Elements/SSP Elements/SSP Elements/SSP Elements/SSP Elements/SSP Elements

SSP
PP
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Features of Security ServiceFeatures of Security ServiceFeatures of Security ServiceFeatures of Security ServiceFeatures of Security ServiceFeatures of Security ServiceFeatures of Security ServiceFeatures of Security Service

• The CC meets all possible situations, a PP The CC meets all possible situations, a PP The CC meets all possible situations, a PP The CC meets all possible situations, a PP 
meets a specific class of situations, a security meets a specific class of situations, a security meets a specific class of situations, a security meets a specific class of situations, a security 
service is in between these in generalityservice is in between these in generalityservice is in between these in generalityservice is in between these in generality

• Meets a set of specific security Meets a set of specific security Meets a set of specific security Meets a set of specific security objectivesobjectivesobjectivesobjectives, , , , 
defining threats is less important.defining threats is less important.defining threats is less important.defining threats is less important.

• Should be a specific service, not a general Should be a specific service, not a general Should be a specific service, not a general Should be a specific service, not a general 
propertypropertypropertyproperty
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ExamplesExamplesExamplesExamplesExamplesExamplesExamplesExamples

• Access Control Access Control Access Control Access Control 

• CC classes for a specific class of use CC classes for a specific class of use CC classes for a specific class of use CC classes for a specific class of use 
– Security auditing for SarbanesSecurity auditing for SarbanesSecurity auditing for SarbanesSecurity auditing for Sarbanes----Oxley complianceOxley complianceOxley complianceOxley compliance

• Any sort of security engineering templateAny sort of security engineering templateAny sort of security engineering templateAny sort of security engineering template

• Other ExamplesOther ExamplesOther ExamplesOther Examples
– Authentication for military systemsAuthentication for military systemsAuthentication for military systemsAuthentication for military systems

– NonNonNonNon————repudiation for erepudiation for erepudiation for erepudiation for e----mail    mail    mail    mail    

– Confidentiality for HIPAAConfidentiality for HIPAAConfidentiality for HIPAAConfidentiality for HIPAA
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Example: Access Control SSPExample: Access Control SSPExample: Access Control SSPExample: Access Control SSPExample: Access Control SSPExample: Access Control SSPExample: Access Control SSPExample: Access Control SSP

• RequirementsRequirementsRequirementsRequirements
– User identificationUser identificationUser identificationUser identification

– User authenticationUser authenticationUser authenticationUser authentication

– Validate access requestsValidate access requestsValidate access requestsValidate access requests

– System management of security featuresSystem management of security featuresSystem management of security featuresSystem management of security features

– Protection of security systemProtection of security systemProtection of security systemProtection of security system

• Supplemental requirementsSupplemental requirementsSupplemental requirementsSupplemental requirements
– AuditingAuditingAuditingAuditing

– Role and domain managementRole and domain managementRole and domain managementRole and domain management

– Session securitySession securitySession securitySession security
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Scope of Protection Profile for Scope of Protection Profile for Scope of Protection Profile for Scope of Protection Profile for Scope of Protection Profile for Scope of Protection Profile for Scope of Protection Profile for Scope of Protection Profile for 
SSPSSPSSPSSPSSPSSPSSPSSP

• The SSP can rarely be used, The SSP can rarely be used, The SSP can rarely be used, The SSP can rarely be used, without without without without 
modificationmodificationmodificationmodification, in any real PP, in any real PP, in any real PP, in any real PP

• Minimum case: all systems implementing Minimum case: all systems implementing Minimum case: all systems implementing Minimum case: all systems implementing 
access control must have these functionsaccess control must have these functionsaccess control must have these functionsaccess control must have these functions
– PPs for most real systems will require additional security PPs for most real systems will require additional security PPs for most real systems will require additional security PPs for most real systems will require additional security 
functional requirementsfunctional requirementsfunctional requirementsfunctional requirements

• Normal case: requirements for the most Normal case: requirements for the most Normal case: requirements for the most Normal case: requirements for the most 
common implementation of this functioncommon implementation of this functioncommon implementation of this functioncommon implementation of this function
– PPs for some systems will require deletion (or more rarely, PPs for some systems will require deletion (or more rarely, PPs for some systems will require deletion (or more rarely, PPs for some systems will require deletion (or more rarely, 
addition) of some security functional requirementsaddition) of some security functional requirementsaddition) of some security functional requirementsaddition) of some security functional requirements
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Testable MethodologyTestable MethodologyTestable MethodologyTestable MethodologyTestable MethodologyTestable MethodologyTestable MethodologyTestable Methodology

• Protection Profiles are tested for completeness Protection Profiles are tested for completeness Protection Profiles are tested for completeness Protection Profiles are tested for completeness 
and accuracyand accuracyand accuracyand accuracy
– Common Evaluation Methodology (CEM)Common Evaluation Methodology (CEM)Common Evaluation Methodology (CEM)Common Evaluation Methodology (CEM)

• Requires a level of completeness not found in SSPsRequires a level of completeness not found in SSPsRequires a level of completeness not found in SSPsRequires a level of completeness not found in SSPs

– Consistency Instruction Manual (CIM)Consistency Instruction Manual (CIM)Consistency Instruction Manual (CIM)Consistency Instruction Manual (CIM)

• Lacks necessary detail for evaluating security functional Lacks necessary detail for evaluating security functional Lacks necessary detail for evaluating security functional Lacks necessary detail for evaluating security functional 
requirementsrequirementsrequirementsrequirements

• Methods updated, applied, integrated, and Methods updated, applied, integrated, and Methods updated, applied, integrated, and Methods updated, applied, integrated, and 
changes suggested for SSPchanges suggested for SSPchanges suggested for SSPchanges suggested for SSP

• CEM preferred for a formal evaluationCEM preferred for a formal evaluationCEM preferred for a formal evaluationCEM preferred for a formal evaluation
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Case Study: Smart Card STCase Study: Smart Card STCase Study: Smart Card STCase Study: Smart Card STCase Study: Smart Card STCase Study: Smart Card STCase Study: Smart Card STCase Study: Smart Card ST

• CryptoflexCryptoflexCryptoflexCryptoflex smart card smart card smart card smart card –––– identification identification identification identification 
functionfunctionfunctionfunction
– Access control needed to prevent changing credentialsAccess control needed to prevent changing credentialsAccess control needed to prevent changing credentialsAccess control needed to prevent changing credentials
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Case Study: Case Study: Case Study: Case Study: Case Study: Case Study: Case Study: Case Study: CryptoflexCryptoflexCryptoflexCryptoflexCryptoflexCryptoflexCryptoflexCryptoflex

• CryptoFlexCryptoFlexCryptoFlexCryptoFlex incorporates a limited OS to incorporates a limited OS to incorporates a limited OS to incorporates a limited OS to 
manage smart card resourcesmanage smart card resourcesmanage smart card resourcesmanage smart card resources
– User memoryUser memoryUser memoryUser memory

– CPU, internal memories   CPU, internal memories   CPU, internal memories   CPU, internal memories   

– Security featuresSecurity featuresSecurity featuresSecurity features

• Features it offers to a readerFeatures it offers to a readerFeatures it offers to a readerFeatures it offers to a reader
– A secure file architectureA secure file architectureA secure file architectureA secure file architecture

– A communication interfaceA communication interfaceA communication interfaceA communication interface

– A set of commands based on ISO 7816A set of commands based on ISO 7816A set of commands based on ISO 7816A set of commands based on ISO 7816----3,4 standards3,4 standards3,4 standards3,4 standards
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Use of Access Control SSPUse of Access Control SSPUse of Access Control SSPUse of Access Control SSPUse of Access Control SSPUse of Access Control SSPUse of Access Control SSPUse of Access Control SSP

• CryptoflexCryptoflexCryptoflexCryptoflex is Minimal system is Minimal system is Minimal system is Minimal system –––– only required only required only required only required 
60% of the 60% of the 60% of the 60% of the SFRsSFRsSFRsSFRs in the PP written for a in the PP written for a in the PP written for a in the PP written for a 
““““typicaltypicaltypicaltypical”””” systemsystemsystemsystem

• Still easier than writing PP Still easier than writing PP Still easier than writing PP Still easier than writing PP ““““from scratchfrom scratchfrom scratchfrom scratch””””
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Case Study: Minimal AC Case Study: Minimal AC Case Study: Minimal AC Case Study: Minimal AC Case Study: Minimal AC Case Study: Minimal AC Case Study: Minimal AC Case Study: Minimal AC 

• Access control implementation lackingAccess control implementation lackingAccess control implementation lackingAccess control implementation lacking
– BannersBannersBannersBanners

– Clocks and time stampsClocks and time stampsClocks and time stampsClocks and time stamps

– Audit mechanismsAudit mechanismsAudit mechanismsAudit mechanisms

– Interactive sessionsInteractive sessionsInteractive sessionsInteractive sessions

• As a result. Deleted or modified relatedAs a result. Deleted or modified relatedAs a result. Deleted or modified relatedAs a result. Deleted or modified related
– AssumptionsAssumptionsAssumptionsAssumptions

– PoliciesPoliciesPoliciesPolicies

– ObjectivesObjectivesObjectivesObjectives

– SFRsSFRsSFRsSFRs
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Case Study: ObservationsCase Study: ObservationsCase Study: ObservationsCase Study: ObservationsCase Study: ObservationsCase Study: ObservationsCase Study: ObservationsCase Study: Observations

• STsSTsSTsSTs for some systems will require augmenting for some systems will require augmenting for some systems will require augmenting for some systems will require augmenting 
SSP security requirements; others (such as SSP security requirements; others (such as SSP security requirements; others (such as SSP security requirements; others (such as 
the smart card) will require deleting the smart card) will require deleting the smart card) will require deleting the smart card) will require deleting 
requirementsrequirementsrequirementsrequirements

• SSP for AC limited the number of objectives SSP for AC limited the number of objectives SSP for AC limited the number of objectives SSP for AC limited the number of objectives 
and requirements that had to be consideredand requirements that had to be consideredand requirements that had to be consideredand requirements that had to be considered

• Promoted consistency in development and Promoted consistency in development and Promoted consistency in development and Promoted consistency in development and 
writing processes (should promote consistency writing processes (should promote consistency writing processes (should promote consistency writing processes (should promote consistency 
across across across across STsSTsSTsSTs as well)as well)as well)as well)

• Saved an estimated 30% on development timeSaved an estimated 30% on development timeSaved an estimated 30% on development timeSaved an estimated 30% on development time
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Findings, Recommendations Findings, Recommendations Findings, Recommendations Findings, Recommendations Findings, Recommendations Findings, Recommendations Findings, Recommendations Findings, Recommendations 
and Conclusionsand Conclusionsand Conclusionsand Conclusionsand Conclusionsand Conclusionsand Conclusionsand Conclusions

• SSPs cannot simply be inserted into PPs or SSPs cannot simply be inserted into PPs or SSPs cannot simply be inserted into PPs or SSPs cannot simply be inserted into PPs or 
STsSTsSTsSTs, they must be modified to fit the situation, they must be modified to fit the situation, they must be modified to fit the situation, they must be modified to fit the situation
– SSPs should address a small set of stated SSPs should address a small set of stated SSPs should address a small set of stated SSPs should address a small set of stated objectivesobjectivesobjectivesobjectives

– SSPs may include threat classes, not specific threatsSSPs may include threat classes, not specific threatsSSPs may include threat classes, not specific threatsSSPs may include threat classes, not specific threats

– SSPs may address a typical or a minimal systemSSPs may address a typical or a minimal systemSSPs may address a typical or a minimal systemSSPs may address a typical or a minimal system

– SSPs should not be used as procurement specificationsSSPs should not be used as procurement specificationsSSPs should not be used as procurement specificationsSSPs should not be used as procurement specifications

• SSPs simplify writing PPs and SSPs simplify writing PPs and SSPs simplify writing PPs and SSPs simplify writing PPs and STsSTsSTsSTs
– Additionally, these documents are more uniform and thus Additionally, these documents are more uniform and thus Additionally, these documents are more uniform and thus Additionally, these documents are more uniform and thus 
easier to understand and evaluateeasier to understand and evaluateeasier to understand and evaluateeasier to understand and evaluate

• Evaluation similar to conventional evaluationEvaluation similar to conventional evaluationEvaluation similar to conventional evaluationEvaluation similar to conventional evaluation


