Penetration Testing Lessons Learned

IMMUNITY ... Security Research



Who am 1?

 CTO at Immunity, Inc.

* Privately held information security company

— Consulting
— Training
— Specialized Security Products

* CANVAS
e SILICA

e Based in Miami Beach



Remote Shells 0
Anyone

Vertical: Manufacturing

Scope: 1-week Web Assessment of a single employee
admission process application (semi-blind)

Result: J2EE based application was installed on Windows —
was able to upload “trojan.jsp ““ (with trailing space) and then
browse to it.

Mitigation: Customer removed upload functionality entirely,
and planned a move to Linux



3" Party Softare = Fun

e Vertical: Financial

e Scope: 2 week internal assessment of large web
application assessment and entire environment

 Was previously assessed by Immunity

e Has rather advanced custom IDS based on SQL
Server Queries being sniffed and checked for
anomalies




Serv-Who?
e Serv-U
— old “vulnerable” version of 6.1.0.1

— No known advisory or exploit

— Immunity did fast binary assessment and attempted
fuzzing, but no luck

* Bob's Charting Server

— Found several vulnerabilities, but did not get a shell
from them



Architecture 1s hard

e DB Tiers tied together
— Null SA passwords found

 COM+ required massive firewall ruleset holes

e No exfiltration filters

— IE vulnerability went public during test
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Remote Anonymous Ownership

» Vertical: Manufacturing

Scope: Remote, anonymous penetration test of class C,
open-source information gathering

mail servers

web servers

DNS servers

webmail

a customer portal

a Citrix server connection



41 Default - Citrix ICA Client

Log On bo Windows

Microsoft

Copyright & 1985-1399
Micrasaft Corporation

Server

Built on NT Technology

R

e C R

User name: I Guesk

Password: I |

Logento:  [EECEE =]
| ik I Cancel Shutdowrn. .. | Cptions <=




File sharing 1s nice too...

ICA Client File Security El

& gerver application is tiving bo access your
local client files.

Wwihat access should be allowed?

" Mosccess
(" Bead &Access

* Full Access

Do you want to be asked again’?

f* Alwayz ask me once per connechion
" Mewver azk me again far this application

" Mewver azk me again for any application

I
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[ ots of machines to see now

Ex

= ES

Fil=e Edit ‘Wiew Favorites Tools Help |ﬁ

= Back - = - | €00 Search

B3 Folders @ll}ﬂ' EE' P | -

Address IE-

Folders

FEEHIETHEIEEDEE
0 0 ) ) i

EEI--@ Directory
= -

16 objeckt{s)
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Being Admin 1s more fun (thanks
Citrix Print Provider Overflow!)

41 Default - Citrix ICA Client

{ My Documents

Fil= Edit Miew Favorites

5 comment
Country code
Account active
Account expires

Password last set
Password expires
Password changeahle
Pazzsword regquired

Uzer may change passuword

Workztations allowed
Logon script

Uzer profile

Home directory

Last logon

Logon hours allowed

Local Group Memberships
Global Group membherships

EBE tSystem Default?
es
Hever

2,28-2087 2:49 PH
Hever

2-,21,.2087 2:49 PH
Yes

Yes

All

Never
All

*fldministrators
arkl -

The command completed successfu

|3 object(s) (Disk free space; 140 ME)

;mStart”J e “ |J B M WINNT Sy, . | (=) wiindows Task...l (3 My Documents "ﬂM:\WINNT\s.“

116 KB

|@l My Compuker

[/
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This only looks easy...

- ™

~» Citrix Server Same - N

SMB admin Cracked

ICA 7 passwordor > Domain
Immunity q M506-040 PR User _
— i

Previous ,
. cracking AD Browsing
Adminon _ plus < tellsus domain
all machines manual tries admin

gets domain admin

NG

%

N

/
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Open Source Information

e Places your employees go

— Spoke — 1nstall a Browser Helper Object to export
company information anyone?

— FuckedCompany
— Vault.com

- Google/Yahoo groups
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Not even Oday works every time

e Vertical: Manufacturing
e Scope: Assess custom website

e Result: Binary analysis of /scripts/bobip.dll finds
heap overflow
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Oday to Remote MOSDEF Shell!

Loadlibrary iphlpapi.dll = 77340000
[C] Getprocaddr_withmalloc: Found iphlpapi,dlliGetIpfddr-Table at 77344504
Checking to zee if I succeeded
Win32/MOSDEFF runmodule whoami -0 noneinone
[C] Rurning module: whoami

[C] Args: -0 nonetnone

Loading whoami .,
[C] secur32,dllIGetlzerMameExf not in cache - retrieving remotely,

Uzing loadlibrary_withmalloc! (secur32,dl1)
Loadlibrary securds,dl]l = Foi340000
[C] Getprocaddr_withmalloc: Found secur32,dll|GetUzerMameExA at 7345474

Loading computername ... [ ok ]
[C] kernel32,dl]|GetComputerMamed not in cache - retrieving remotely,

[C] Getprocaddr_withmalloc: Found kernel3Z2,dl1|GetComputerNamed at 7cBEDEC3E

[C] Computer Mame: 4t
[C] Computer +

[C] Hesult:#.xmsa_q_|

Win32/MOSIE




Sometimes a firewa

down
e MOSDEEF shell dies after a few minutes. Why?

— Connection was getting a RST for no reason

will slow you

— Tried many variations on the shellcode, which seemed
to improve things

— But reaction of target was random — so what was the
problem?

— Post-game analysis indicates probable PIX firewall

was closing our connection since we tunnelled over
HTTP but did not look like HTTP
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Quick hits under pressure
e Vertical: Financial

* Scope: several hour night assessment of 3 class C
networks

* Result: Found SQL Injection, some cross site
scripting. Exploited SQL Injection to dump
database information, but was unable to get shell
access. First ODBC error was found 1n three
hours.
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Architecture 1s a continuing problem!

NonSensitive

(asp)
as

p SQL Inj ectiﬂ\
Sensitive —
(ASP.Net) Shared DB

VerySensitive ﬁ/

(Custom)

Immunity
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Follow up 1s essential

* Scope: Same application, but on-site and
informed

» Customer ran $25K automated web “penetration
testing” tool as well

— 100% false positives and 100% false negatives
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Results

Cryptographic problem in cookie
— Can replace usernames and become other people
Remote File Include

— Useftul for turning a black-box test into a white-box
test

Overflows

Oversight commission not amused
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The latest techno '_ not the most

SCCurc
e Vertical: Manufacturing

e Scope: 1 week penetration test of web application

e Architecture: Modern Web 2.0 application built
on IIS 6.0, Flash, and Adobe FLEX
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Immunity

Auth problems

— Web Application

% Web Service

e Nothing tied the
authentication
together!

* Web
authentication also
casily bypassed
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Conclusions

e (Oday vulnerabilities on third party components
are a large part of penetration testing

e There's more to web application testing than
Cross Site Scripting and SQL Injection

— Automated scanners are not finding the problems

* A poorly designed architecture can make life a lot
more fun for a hacker
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Thank you for your time

Contact me at:

dave@immunityinc.com

IMMUNITY ... Security Research Team
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