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e Familiarize security professionals with DETER testbed

® Recruit new users

® Collect proposals of novel features to implement in DETER
e What you’ll hear

* Short overview of DETER testbed and community

* Why use DETER

* Short demo

* New directions: federation and risky experiment support

® Q & A: how can DETER fit your needs?
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e Security testb located at USC/1SI and UC Berkeley
* Funded by NSF and DHS, started in 2004.

* Joint project of USC/ISI, UC Berkeley and SPARTA

® 204 Nodes at ISI, 96 Nodes at UC Berkeley, constantly adding more
* Many tools for experimenters: GUIs, traffic generators, simulators, ...

* Based on Emulab software, with focus on security experimentation

e \What DETER offers

* Exclusive access to multiple PCs and specialized hardware, running OS
of your choice, for as long as needed

* Tools for security experimentation

Large user community
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e Accuracy: real-world experiments, not simulations

® Current network simulators do not correctly simulate security events
e Difficult to convince reviewers about fidelity of custom simulators
e Ease: Reuse real software for traffic and security

* |nstead of writing novel traffic generators or simulators, use real
client/server applications and real malicious code

® Use/test existing security software and hardware and improve it
e Learning: Understand novel phenomena/test hypotheses

* Observe behavior of malicious code, security software, or hosts
under attacks
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e Emulab, WAIL and DETER are based on the same software

* DETER has focus on security experimentation, tools to support it and
staff willing to accommodate risky experiments

* We are in the process of automating risky experiment containment
e Synergy not competition

* Emulab users migrate to DETER when Emulab runs out of nodes

* We ran federation experiments spanning all three testbeds
e Easy transfer

* Experiments can be easily transferred between testbeds, but some
DETER-specific tools may not run on other testbeds
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e You only need Web and SSH access to work on DETER

e Open a user account and apply for a project (www.deterlab.net)

®* You can approve other users (e.g., your students) to join your projects

e When you need to run experiments:

* Log on to www.deterlab.net

* Draw a topology using the GUI on the page, or write it in NS

e Start a new experiment with a given topology - nodes are assigned to you
(approx. 10 min activation time)

* |oad software you need on nodes and run experiments

* Existing experiments can be swapped in and out, and terminated when no

._J:on er needed
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http://www.deterlab.net
http://www.deterlab.net

e Many users in academia, industry and government

e Many tools for security experimentation

* Continually contributed by users

e Great project diversity
* Opportunity to collaborate with other groups in your area of interest

e Stand on shoulders of other users, reuse their wisdom
e Mailing lists for users
e Monthly teleconference calls with user participation

e Yearly community workshop
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2119 Experiment days (~6 per day)
2933 Swap-ins

2500
I Experiment days
M Swap-ins
2000
1500
1000
500
O _
Government Industry Academic

UNIVERSITY OF SOUTHERN CALIFORNIA
INFORMATION SCIENCES INSTITUTE



British
a LUmbia

Saskalchewan

Edmanton e Mewfaur
rince and Labr
Can:ruse Eam;rord ® Alert .Hllli";i"m
(=]
+ Saskatoon 1
Hamloops Calﬂaw oYorkion Ontario Cugbec
= Jelowna | athiridge M e *Regina . Wmnipeg
(-]
Wancouver haotsford -L!,r_e;h_,_._l_-, Brandon
Wiclorial Wal-dOr
Sea SPDF'HE Morth " Quibérin N
i Montana Dakota Sodba e ew
axngton Minnesota ok = Brunswi E
.Mnniréal %1 John E
9 " o .
South Minneapolis® | yaizenngin tia |
Oregon Dakota igan foronto "
ldaho Wyomin Mihvaukees , 8= oot
lowa i -
L& Mebraska 23 o Mew Hampshire
(-]
Nevada £ Lo KE'?;HE . MdasTE;chsseus
i hode|lslan
ot Utah Colorado Ka ® _ :
- nses Missouri. Lou Connecticut
Francisco 4 ) Las \Wichita ;
fforpia), Vegas * C'arkf‘l_"'"'e. New Jersey
Albu e Amarillo ennesses
fierld . ] Oklal B 'y g e . ?el,?jware
m_l;;:ks Arizona Mew  Lubbock MiGsi Allanta Marylary
— Mexico = ® Da IsslssIppi Car District of
San ® El Paso - Alabama Columbia
Diago Tucson A TEX F Georgia
o 4 Louisiana Talahassees cksomwille
.ﬂ:nlﬁniu' Houston r—. Morth Atlantic
Dcean
La'“”\éﬂ:uﬁ Florida
L]
GL.I"_Of Maplas® @ Jpeiomi
FOWERED EY _ Mexico
Mexico

USC Viteroi

School of Engineering

Map data 82007 TeleAtlaz - Termz of Uze
UNIVERSITY OF SOUTHERN CALIFORNIA

INFORMATION SCIENCES INSTITUTE



" DoS
B Worms and malware
Overlays, routing, replic.
"I Hw, sw and netw. test
B Traceback and attribution
Models, policies
M Classes
" Diagnosis and recovery
& Multicast, group comm.
Collaborative security
Scanning
Authentication
DNS
Spam
Spoofing
Botnets
M Wireless
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. All-In-One Experiment Development and Traffic Forensic Tools

Control Kits e NTD
e SEER Topology Generators and
e ESVT Converters
~ Experiment Automation/Visualization Utilities o Rocketfuel-to-ns (lots AS
= e Purdue Tool Suite topologies!)
Legitimate Traffic Generators e Inet
s SEER e Brite
e Tcpreplay e GT-ITM
e Performance Testing Tools Benchmarks
e e e DDoS Defense Benchmarks
e NTGC
e TCP Opera
e Harpoon
Attack Traffic Generators
DoS and DDoS Traffic
o SEER DETER Tools
e [rinoo
e TFN2K
e Stacheldraht
e Mstream
Custom Traffic
e Packit
Worm Traffic Simulators
e KMSim

e PAWS



Create a simple DoS experiment

* One Web client, one Web server, one attacker
® Server has a hottleneck link

* UDP flood attack with randomly sized packets (100 - 1,200B) targetting port
80 - pulsing shape (10 sec on, 20 sec off)

e Start experiment using DETER Web page

e Populate traffic generators and visualize traffic using SEER
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= 67 Free PCs

.@ lletalllall 1| peraal 15 bpc2800| 0] pc2soo] 4

- J _pr.:SUDD 2 | pc3000 _tunnel| 2 _pt:SDED 46

. based on emulab I “+ ) bpcaoso] 0 bpc1400| 0| bpesoo| o
v 1 PCs reloading

I fﬂ th - [ [ . ;
TRENOA DETER Network SEcunty T¢ Vers: 4.62 Buid: 10/1812006 ;::T]ghﬁm;r

Home
Utah Emulab

Mews (July 18)
Documentation

DETER Project home .«
SEER Tool home ¢

DETER Wiki =
Projects on DETERIab

[Search String earch |
Experimentation From this page you can reach extensive jre immediate information or experience
My DETERIab operational problems with DETER, pleasgiab.net).

Begin an Experiment
Experiment List

ﬂl‘:iff;:ﬁd S Links to help you get started:

List ImagelDs or OSIDs
Mew User Approval

The DETER testbed is a public facility facurity. Built using Utah's Emulab software, the
DETER testbed has been configured and € computer security experiments, including
defense against attacks such as DDoS, wdthe routing infrastructure.

Once registered, a security experimentghd manipulate collections of nodes and links with
nearly-arbitrary network topologies. The Re simultaneous experiments, isolated from each

other. The node pool currently contains rol¢ managed as a single testbed. Supported
operating systems include Linux, FreeBSD

DETER is currently supporting 10 activejents.

s Authorization Scheme, Policy, and
. ; + Overview of Installed Software

Start or Join a Project » Hardware Overview, "Emulab Clas
Internal Documentation e Security Issues
Logout = Administrative Policies and Disclai

# Emulab
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NetBuild

Mew Mode
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trash

client

Mode creatad,

link,
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[]

link.2

(]

attackear

link3

sarvar

control

B MNode Properties
name:
client
hardware:

default
os id:
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default
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Begin a Testbed Expeﬁment Vers: 4.82 Buikd: 10/18/2006

Your automatically generated NS file has been uploaded. To finish creating your experiment, please fill out the following informati

Select Project: | FloodWatch  ~|

Group: I Default Group j (Must be default or cormespond to selected project)
Name:

(No blanks) IACSAC

CGCH o [Demo of DETER for ACSAC

A concise sentence)

Your auto-generated NS file: |View NS File

I Idle-Swap: Swap out this expeﬁmentaﬂer|4 hours idle.
If not, why not?

Swapping:

[~ Max. Duration: Swap out after]T hours, even if notidle.
Linktest Option: | Skip Linktest ~| (What is this?)

I~ Batch Mode Experiment (See Tutorial for more information)

I~ Do Not Swap In

Submit |
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DETER SEER
File [T Build View
New N EC.:mtru-I-s—{ Topology  Graphs DEbUQJ
Arttach A
Ca swap

> ExecScript \E
» Queue Script

» Sync Event State
» & Data Processing

(] Direct

" Perl Script [:

] XML File

7

Mo Experiment

Connection Status Here

Script Status |

rum next |




8ece DETER SEER
File Experiment Build View

[Enntn}ls ~ Tepology | Graphs Debug]

4 Zoom |1.E |§

OMb
server ms 13 E,"T'{'!;h

L

router -

IRErFTf_:I;h

8

attacker

client

control

Attached to Floodwatch/ACSAC: active local.outputlist completed Script Status: (0 queued)



1006 DETER SEER

| File Experiment Build View
|

'{"Enntmis | Topology  Graphs Debugj

Controls m
v & Attack Agent Participating Nodes and Settings

I Flooder
v & Traffic Generation

DNS Servers

FTP

Harpoon Thinking Time (minmaxtl,l} )
¥ Web

Clients client

File Sizes  ( pareto(1.5,10) )

IRC
Ping
Replay
S5H
VoIP ( Add New Variable )

¥ & Defense
FloodWatch

¥ & Data Processing
Packet Marker
Perf Tool
TCPDump

E Direct
(1 XML File ( )

Attached to Floodwatch/ACSAC: active local.outputlist completed Script Status: (0 queued)
o

Specific Variables
War Value

-
rs
v

et | [ Star ] [ Stop |




806 DETER SEER

File Experiment Build View

[Cuntruls Topology -~ Graphs | DEbUEI]

® pps

() bps

i [ - Y
Mode = server Src | 10.1.2.3 frouter) H 120 o SECS

outgoing === 0 === incoming

12:58: 00 12:59: 00

Attached to Floodwatch/ACSAC: active local.getgraph completed Script Status: (0 queued)
-
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File Experiment Build View

DETER SEER

{Contmlﬂ Topology = Graphs Dv.lel::-ug(1
Controls
v @ Attack... Pariticpating Nodes
¥ Flooder
¥ & Traffic Generation Rate Information
DINS
FTP Type " pulse |..:_]
:ﬂfgﬂﬂ“ Rates High 100 Low 10
v Wel
webtraffic Times (ms) High 10000 Low 20000
IRC Ramp Information
Ping o )
Replay Shape Rising Falling
SSH Times (ms) Rising Falling
YoEe IP Information
¥ & Defense >
FloodWatch Protocol | UDP I-:—]

¥ & Data Processing

Packet Marker : Target

'iglt’;um!:p Length Range Min 100 Max 1200
TCP and UDP Ports
SPort Range  Min Max
DPort Range Min B0 Max &0
TCPFlags [ ] rN [] syn ] rsT [ PsH [ ack [ URG
ICMP Parameters
ICMP Type Range Min Max
ICMP Code Range  Min Max
E Direct

- [ Set | | Stat |} [ Stop |
USC Vit cxwre ) RN CALIFORNIA
School of Engi STITWITE
‘ Attached to Floodwatch/ACSAC: active local.getgraph completed Script Status: (0 queued)
g




eoe DETER SEER
(| File Experiment Build View

[ Controls = Topology | Graphs | D:&zbug}1

Node | server H'-] e | 10.1.2.3 irouter) Fﬁ-i 2 Eps 120 E Secs
./ Dps

1320

120

110

ele}

an

i0

(le]

ELel

40

30

20

1o

outgoing === 0 === incoming

-18

-20

-30

-40

-30

-60

-70

USC ) 13:00: 00 i »OUTHERN CALIFORNIA

School INSTITUTE
Attached to Floodwatch/ACSAC: active local.getgraph completed Script Status: (0 queued)
A
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e Federation with other testbeds

* Current experiments run with minimal changes

®* Ran 210-node experiment on 3 testbeds: DETER (80), Emulab(70), WAIL (60)

e Support for risky experiments

* Experiments will be able to run self-propagating code (e.g., Slammer)
AND preserve outside connectivity

* Experiments will be able to interact with the outside directly

* Containment techniques to guarantee security of testbed and
security to the Internet

* Building a library of malicious code via Metasploit
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e DETERIab Page

e http://www.deterlab.net

* Log on to testbed, documentation and tutorials

e DETER Project Page

* http://www.isi.edu/deter

* Information about DETER project and its results
e My emall
* Ted Faber (faber@isi.edu)
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http://www.deterlab.net
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