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Overview
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Introduction of DoS attack
Attack 1– Target is the host
Attack 2 – Target is the network
Summary



What is Denial of Service Attack?
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“Attack in which the primary goal is to deny 
the victim(s) access to a particular 
resource.” (CERT/CC)
The definition covers many types of DoS
Three basic types of DoS– Smurf, Fraggle, 
SYN Flood Attack.
This study only focuses on SYN Flood Attack
–SYN Flooding DoS attacks are the most 
popular DoS attacks



Why it is important to exam 
this attack?
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Easier to launch the attack 
Many incentives for attackers: unauthorized 
use, ego, hate, disrupt competitor…
The design of the Internet
There is no universal solution to the attack



Dollar Amount of Losses by TypeDollar Amount of Losses by TypeDollar Amount of Losses by Type
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TCP is susceptible to DoS
attacks
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A: valid sender B: valid receiver

SYN

SYN + ACK

SYN Cache

ACK



TCP is Susceptible to DoS
Attacks
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X: attacker A: valid sender B: valid receiver
SYN

SYN

SYN Cache Full
Packet Dropped

SYN Cache



DoS Tools
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There are lots of DoS tools.
In our simulation, we use Datapool. 
Datapool is a powerful DoS tool that 
includes 106 DoS attacks. 
http://packetstormsecurity.org/DoS/datapo
ol2.0.tar.gz



Attack 1– Target is the End Node
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Topology: A hub connect web server, sniffer
and attacker.



Lab Requirement for Attack 1
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A Linux machine is set up as an HTTP Server, the 
IP address of which is 192.168.1.2. 
A Windows XP computer is set up as a Sniffer
running Ethereal, which is a program that turns a 
computer’s NIC card into promiscuous mode to 
gather all packets on the wire. The Sniffer’s IP 
address is 192.168.1.3. 
Another Linux machine is set up as an Attacker, 
running Datapool.  The attacker’s IP address is 
192.168.1.254.  



Extract the DoS tool

23rd Annual Computer Security Application Conference

Download the Datapool and extract the file.



Lauching the DoS attack to 
the server
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We launch the DoS SYN flood attack by running datapool.sh with our 
HTTP Server as the destination, 80 as the port, T3 as the line speed, 
and sinful as the attack type



Attacking…
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Sniffer Shows a Normal 
Three-way Handshake 
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Sniffer Shows SYN Flooding Packets
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Pending Half-connections
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Pending half-connections waiting
in the SYNRECVD state in the Server



Analyzing
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Upon analyzing the data captured, we find that the 
attacker sends packets at a rate of 13568/s, with 
the size of each packet being 60 bytes.
It takes approximately 21 packets to consume a 

10 Mbps line, causing our server to stop answering 
any requests. This attack would theoretically have 
accomplished this at 0.0015 seconds; 
However, due to processing time and propagation 
delay, our client does not receive notification of the 
crash until 0.0029 seconds. 



Defend Solution 1: Rate-limiting
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Rate-limiting: Limit the number of the connections 
per second.



Defend Solution 2--SYN Cookies
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Shipped with Linux and FreeBSD, but 
unfortunately not enabled by default 
Accepts SYN even if table is full, simply 
don’t keep state-> reconstruct using 
cookie(seq#)
# echo 
1>/proc/sys/net/ipv4/tcp_syncookies



Attack 2—Target is on the 
Network
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Lab Requirement for Attack 2
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There are three segments of network–
Inside, outside, and DMZ.
Inside network is the network we need 
protect.
DMZ has web server and other services that 
cab be reached both from inside and 
outside. 
We use CISCO routers 7200 running IOS 
12.4 for this attack. 



Solution 1--CBAC Firewall
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CBAC will check the access control list first, if the 
packets don’t match the list, the packets are 
dropped.
If match, CBAC inspects all the outgoing packets 
and maintains state information for every session. 
CBAC create temporary openings for outbound 
traffic at the firewall interface. 
The return traffic is allowed in only if it is the part 
of the original outgoing traffic. 



Solution 1--CBAC Firewall
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Solution 1--CBAC Firewall
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Solution 1--CBAC Firewall 
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CBAC provides strong protection against denial-of-service 
(DoS) attacks. It logs real-time alerts if it detects a DoS
attack, and it uses the following commands to prevent DoS
attacks:



Solution 2– Intrusion 
Prevention System(IPS)
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The Intrusion Detection system is an add-on 
module to the IOS Firewall Feature Set. It has 59 
of the most common attack signatures to detect 
intrusion. When IPS detects suspicious activity, it 
logs the event and can either shut down the port 
or send an alarm before network security is 
compromised. 



Solution 2– Intrusion 
Prevention System(IPS)
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Solution 2– Intrusion 
Prevention System(IPS)
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Signature is triggered
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Attacking is failing…
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Build A free DoS Attack World
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Customer side–Be a good citizen. How? Using 
Egress Filtering: Authenticate Source IP of locally 
generated packets. 
ISP side-Using Ingress Filtering: Authenticate 
source IP of packets from customer. 
Host—updated OS, patches.
Stateful Firewall inspect incoming and outgoing 
packets and create temporary hole in the firewall. 
IPS-An ounce of prevention is worth a pound of 
cure.



Summary
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Denial of Service attacks represent a 
fundamental threat to today’s Internet
DoS attacks cost significant losses
Rate-limiting 
SYN cookies
Firewall
IPS
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