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QUIZ	
  

No	
  IRB	
  
Refuse	
  if	
  you	
  want	
  

Results	
  @	
  end	
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Preamble	
  

Let’s	
  refrain	
  from	
  swimming	
  in	
  legal	
  waters	
  
unless	
  we	
  know	
  what	
  specific	
  sharks	
  we’re	
  
dealing	
  with	
  

Interna2onal	
  perspec2ves	
  /	
  anecdotes	
  /	
  insights	
  
welcome	
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Main	
  Point	
  

The	
   accrual	
   of	
   a	
   heterogeneous,	
   distributed	
  
digital	
   iden2ty	
   footprint	
   presents	
   unique	
   and	
  
interes2ng	
   authen2ca2on,	
   authoriza2on,	
   and	
  
privacy	
   issues	
   —	
   par2cularly	
   related	
   to	
   how	
  
such	
   an	
   iden2ty	
   collec2on	
   should	
   be	
   re2red	
  
aXer	
  a	
  person	
  dies.	
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We	
  have	
  a	
  lot	
  of	
  authen2ca2on	
  trash	
  –	
  and	
  we	
  
don’t	
  know	
  what	
  to	
  do	
  with	
  it	
  

Boss:	
  we	
  need	
  security	
  

Underling:	
  /googles	
  for	
  “HTML	
  password	
  form”	
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WTF?	
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Authen2ca2on	
  now	
  pollutes	
  our	
  
online	
  experience.	
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HOW	
  DO	
  WE	
  MANAGE	
  THIS	
  
IDENTITY	
  FOOTPRINT?	
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Thanatosensi2ve	
  Design	
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Yahoo!	
  Steps	
  Up	
  

“No	
  Right	
  of	
  Survivorship	
  and	
  Non-­‐
Transferability.	
  You	
  agree	
  that	
  your	
  Yahoo!	
  
account	
  is	
  non-­‐transferable	
  and	
  any	
  rights	
  to	
  
your	
  Yahoo!	
  ID	
  or	
  contents	
  within	
  your	
  
account	
  terminate	
  upon	
  your	
  death.	
  Upon	
  
receipt	
  of	
  a	
  copy	
  of	
  a	
  death	
  cer2ficate,	
  your	
  
account	
  may	
  be	
  terminated	
  and	
  all	
  contents	
  
therein	
  permanently	
  deleted.”	
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Anyone	
  Else?	
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Anyone	
  Else?	
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No	
  Cohesion	
  

Category	
   Service	
   Death/Transfer	
  Clause	
  

Email	
  {US,	
  UK,	
  Canada}	
   Gmail,	
  Hotmail,	
  Yahoo	
   No,	
  No,	
  Yes	
  

Social	
  {US,	
  UK,	
  Canada}	
   Facebook,	
  G+,	
  	
  LinkedIn	
   No,	
  No,	
  No	
  

Ehealth	
  {US}	
   MS	
  Health	
  Vault,	
  Google	
  
Health	
  

Yes,	
  No	
  

Banking	
  {US,	
  Canada}	
   USAA,	
  BoA,	
  Wells	
  Fargo,	
  
Ci2bank,	
  Sco2a,	
  BMO,	
  RBC	
  

No*,	
  No,	
  Yes*,	
  Yes,	
  No	
  

Cloud	
  Services	
  {US}	
   Amazon,	
  Google,	
  MS	
   No,	
  Yes,	
  No	
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Discussion	
  

Don’t	
  store	
  data	
  in	
  the	
  first	
  place.	
  
Proac2ve	
  dele2on.	
  

Unified	
  ID	
  management.	
  <shudder>	
  

Fine-­‐grained	
  delega2on	
  of	
  DigitalID	
  inheritance.	
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Sum	
  Up	
  

Death	
  throws	
  a	
  curveball	
  for	
  security	
  design,	
  but	
  
we	
  may	
  have	
  the	
  technology	
  to	
  mostly	
  handle	
  
this	
  kind	
  of	
  event	
  with	
  proper	
  planning	
  and	
  
forethought.	
  

Our	
  Digital	
  Footprints	
  are	
  way	
  too	
  large.	
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BACKUP	
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Defini2on	
  of	
  Digital	
  Iden2ty	
  

We	
  see	
  iden2ty	
  as	
  including	
  (1)	
  creden2als	
  (i.e.,	
  
usernames,	
  passwords,	
  passphrases,	
  email	
  addresses,	
  
public	
  keys,	
  cer2ficates,	
  iden2fiers,	
  roles,	
  password	
  
“hint”	
  ques2ons	
  and	
  answers,	
  SiteKey	
  phrases	
  and	
  
pictures)	
  used	
  to	
  authen2cate	
  to	
  the	
  service	
  and	
  au-­‐	
  
thorize	
  different	
  uses,	
  (2)	
  user	
  preferences	
  for	
  
interac2ng	
  with	
  that	
  online	
  iden2ty,	
  (3)	
  personal	
  
informa2on	
  (i.e.,	
  names,	
  account	
  num-­‐	
  bers,	
  address,	
  
contact	
  informa2on,	
  date	
  of	
  birth,	
  sex)	
  stored	
  by	
  the	
  
service,	
  and	
  (4)	
  content	
  (e.g.,	
  account	
  balances,	
  
comments,	
  links,	
  likes,	
  posts,	
  medical	
  ailments)	
  
generated	
  during	
  the	
  interac2on	
  of	
  the	
  user	
  with	
  the	
  
service.	
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