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ABSTRACT
The web security and privacy community often relies on top sites

rankings to measure prevalence across a representative sample of

websites, contextualize findings by website popularity, or classify

benign and malicious domains. However, prior work showed that

previously available rankings had undesirable properties for re-

search. As a service to the community, for nearly four years, we

have provided the Tranco ranking, a ranking with a strong focus

on improving upon properties important for research, such as re-

producibility and transparency. In this short paper, we describe

how Tranco combines existing rankings to generate a more reliable

ranking, and show how over 350 research studies as well as several

high-profile entities in industry, the media, and beyond have all

used Tranco as the basis for their web measurements.

1 INTRODUCTION
Rankings of the most popular or “top” domain names have long

been a prominent data source in web security and privacy as well

as Internet measurement research, where they serve multiple pur-

poses. First, they allow to select a meaningful sample of websites for

measuring the prevalence of a certain phenomenon or vulnerability,

or evaluate a novel technique, attack, or defense. With an estimated

350 million registered domain names [44], it is often infeasible to

study all websites on the Internet, in terms of the resources required,

in particular when collecting data by visiting web pages through an

instrumented browser. For example, in one recent study, crawling

50 pages on 100,000 websites using Chromium took 8 days across 60

parallel crawlers [30]. Many of these websites and domain names

are also relatively uninteresting: they may be special-purpose do-

mains that are unlikely to be visited by the public at large. Selecting

only relatively popular sites provides a more representative view

on what end users may encounter while they browse the web. Sec-

ond, the relative ranking of domains also allows to contextualize

research findings, indicating whether the popularity of a website

correlates with the occurrence of a certain phenomenon. Third,

popular websites are sometimes considered as a source of benign

domains, e.g., in a classifier of benign and malicious domains, al-

though this is not a necessary or given property of these rankings.

Finalist submission for the 2022 ACSAC Cybersecurity Artifacts Impact Award.

These rankings form an essential part of many web and Internet

research studies: in our 2018 literature survey [23], we found 133

papers in top-tier security conferences across four years to use

at least one ranking, and over 350 studies have used our Tranco

ranking so far.

Historically, major commercial players published top sites rank-

ings. In the SEO and marketing space, these were Alexa (since 2008),

Quantcast (since 2007), and later Majestic (since 2012). (Cisco) Um-

brella also published a ranking (since 2016), as a large DNS resolver.

Since then, the space of commercial top sites rankings has further

evolved. The Quantcast ranking was silently discontinued in April

2020. The most commonly used Alexa ranking is also slated to

disappear in December 2022 [40].

Analyzing domain rankings. Despite the importance of these

commercial rankings to research, and decades of use, the research

community only scrutinized them and became fully aware of the

issues surrounding them from 2018 onward. Two contemporaneous

works studied these rankings in depth: the “A long way to the top”
paper by Scheitle et al. [36], and our Tranco paper [23]. They reverse

engineered the proprietary and opaque methods used to construct

the four commercial rankings, surveyed their usage in research

usage, measured characteristics such as stability and similarity,

and quantified the potential impact on Internet measurement and

security research respectively. In our Tranco work, we also showed

that all four rankings could be manipulated to insert any domain.

2 TRANCO: IMPROVING DOMAIN RANKINGS
In 2019, we first released our Tranco list, a new domain ranking for

use in Internet and web measurements. We designed our ranking

with a strong focus on improving upon properties important for

research, such as reproducibility and transparency. In our original

paper [23], we transparently describe the construction method for

the Tranco list. We also replicate this description on the Tranco

website.
1
The code for constructing lists is also openly sourced

2
to

provide full transparency and to allow for building upon our work.

1
https://tranco-list.eu/methodology

2
https://github.com/DistriNet/tranco-list
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List construction. In general, lists are constructed by averaging

the ranks of domains across a chosen period of time and a set of

external ranking providers, with the possibility to apply filters.

This method has the goal of enhancing the research-oriented prop-

erties of our list, such as stability and similarity. Moreover, we

provide adaptability for researchers, by giving them the ability

to customize the list to their needs, such as selecting the most

appropriate providers (e.g., only those who primarily rank web-

sites), selecting an appropriate period of time (e.g., a longer period

for more stability), or applying appropriate filters (e.g., to remove

known malicious websites).

Ranks are averaged over the lists of one or more providers, as

available at the time of construction. The Umbrella and Majestic

have always been available, the Alexa list is currently available but

slated to disappear [40], the Quantcast list has already been retired,

and the Farsight list was added in 2022 but only for inclusion in the

default list. We provide two combination methods for averaging:

for a list of length 𝑁 , the Borda count scores items with 𝑁, 𝑁 −
1, ..., 1, 0 points; the Dowdall rule scores items with 1, 1/2, ..., 1/(𝑁 −
1), 1/𝑁 points [11]. The latter reflects the observation of Zipf’s law

distribution in website traffic [2, 9]. Once this averaging method has

been selected, the scoring is applied to each source list individually,

after which these scores are summed and the domains are ranked

on this aggregate score, yielding the final ranking. When averaging

over 𝐷 days for the lists of 𝑃 providers, this means 𝐷 × 𝑃 lists are

used to compute the final Tranco score and rank.

We add the possibility to apply filters for creating a list containing

domains that align more closely with the intended purpose of the

list. The first set of filters heuristically targets sites that are more

likely to be (dis)similar. A researcher can select only domains with

certain TLDs, to favor sites that are more likely to be associated

with particular countries or sectors (e.g., government domains), or

exclude (overly represented) TLDs. A researcher can also limit the

set of pay-level domains that have the same ‘second-level’ label and

only differ in TLD (e.g., google.com, google.de, google.fr, . . . )
to only the (one) top-ranked domain, to reduce the dominance of

particular organizations. Finally, a researcher can select only certain

subdomains, e.g. searching for login.* subdomains to obtain a list

of likely authentication services.

The second set of filters increases the likelihood that the do-

mains in the list have certain properties. By default, we merge

domains from both web-oriented and DNS-based lists. Because of

the latter, the resulting list also contains infrastructural domains

such as CDNs, nameservers. While these can certainly be viewed

as popular domains, they are less useful for studies of websites,

as they are unlikely to serve any meaningful web content, in par-

ticular on their root page. A researcher can select actual websites

that additionally are regularly visited through a major browser by

filtering on domains included in Google’s Chrome User Experience

Report, a set of over 16 million distinct domains that are said to

be ‘popular destinations on the web’ [1] and have been found to

reflect popularity well [32]. Next to that, if a researcher wants to

assume that ranked popular domains are benign, they can remove

known malicious domains flagged by Google Safe Browsing [33].

Researchers can also filter out domains that appear only on one or

a few lists and/or days, to avoid domains that are only marked as

popular by one provider: these may point to isolated manipulation.

To make using Tranco as easy as possible, reduce the choices that

a researcher has to make, and encourage standardization, we set

default options for all customization parameters and use themwhen

generating the daily main Tranco ranking. Our standard list applies

the Dowdall scoring rule, chosen to incorporate the Zipf’s law

distribution, to all lists available at the given time, which currently

are Alexa, Farsight, Majestic, and Umbrella. To improve stability by

smoothing out changes over time, we default to using the lists from

the past 30 days. We do not apply any other filters such that the

default list can cover as diverse a set of use cases as possible. Our

long-term evaluation showed that these default parameters result

in a stable, robust and comprehensive ranking [22].

List and data availability. While the list generation method de-

scribed in our paper can be applied by researchers themselves on

any set of rankings that they have at their disposal, we also make an

online service available at https://tranco-list.eu, where researchers

can generate customized lists using our archive of external rank-

ings, as well as download the standard daily Tranco ranking with

the parameters described in the previous paragraph. This service

has been online since the publication of the Tranco paper in Febru-

ary 2019, i.e., for almost 4 years, providing a sustained long-term

service to our research community.

On this website, we provide multiple ways to access the Tranco

data, with ease of use in mind. The main list and any customized

list is formatted as a CSV that serves as a drop-in replacement for

the Alexa and Umbrella lists –which were previously commonly

used– to minimize the development effort for researchers to change

to the Tranco list in both ongoing and new experiments. Moreover,

the most recent daily list is available from a stable and well-known

URL, facilitating automatically retrieving the most recently updated

list on a regular basis. For bulk queries across the entire history of

daily Tranco lists, we also upload the daily list to Google Cloud’s

BigQuery, where the historical data set can be queried using SQL.

We also provide an API where users can retrieve list metadata

and historical ranks for domains. The latter allows to quickly track

the evolution of a domain’s popularitywithout needing to download

all previous lists and filter on that domain. Authenticated users can

also use the API to generate customized lists programmatically. We

have also developed a Python package that users can integrate with

their Python programs to download, query, and generate lists.

Reproducibility. Studies rarely mention the date on which a rank-

ing was retrieved [10, 23, 36], and even if they would, it is hard

to obtain any other ranking than the most recent one. The repro-

ducibility of these studies is therefore harmed, as the exact set of

examined websites cannot be retrieved afterwards.

From the beginning, Tranco was developed with the goal to

support and improve reproducibility. Core to this is the perma-

nent archival of any daily or customized list. Every list receives

a permanent ID, and through a link that contains this ID, anyone

can retrieve the exact set of domains in that list. The page behind

this link also contains a permanent record of the exact configura-

tion settings of a list, such as the providers used and the period

over which lists were averaged. To encourage researchers to give

a precise description of the data sets they used in their study, this

page also contains a suggested citation to refer to the generated list

and the Tranco project. By making the historical lists more easily

2
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Table 1: Distribution of papers citing Tranco across venue
types and years, across the 250 papers for which we were able
to retrieve bibliographic data. * Until August 2022.

2019 2020 2021 2022* Total

Top-tier security conferences 1 7 15 12 35

co-located workshops 6 3 6 4 19

Other security conferences 6 9 12 11 38

Privacy conferences 0 0 9 3 12

Web & Internet measurement 9 14 13 10 46

Other conferences 6 9 12 8 35

Journals 2 6 9 11 28

Unknown 3 7 11 16 37

Total 33 55 87 75 250

accessible, we improve the ability to replicate any studies that use

them, contributing to sound research practices.

3 IMPACT
Academic impact. Tranco has demonstrated a large impact on

web and Internet measurement research in both academia and be-

yond. Themost readilymeasurable impact is the number of citations

in academic research papers, currently amounting to over 350 in

less than 4 years, according to Google Scholar
3
, therefore being

one of the top 10 cited security papers from 2019
4
. Tranco has been

used in publications at the four top-tier security conferences and

their co-located workshops, other security and privacy conferences,

as well as the prominent Web and Internet measurement confer-

ences (Table 1). Tranco has also found its way into other research

domains, e.g., being used in the process of creating neural models

for information extraction from websites [34].

Tranco has arguably become the de facto standard top list in the

research field. Demir et al. [10] highlighted Tranco as a “work[] that

aim[s] to provide best practices” and that “ha[s] a positive impact

on our community.” Anecdotally, we know reviewers are aware of

this position. We have received comments from reviewers either

suggesting we use Tranco instead of Alexa or commending us for

using Tranco, as well as pointing out the reproducibility harmwhen

omitting the exact Tranco list used in a study. Generally, we see

that papers mention the Tranco project and the exact list ID well,

providing an immediate benefit to their reproducibility and validity.

Industry and media impact. The Tranco list is used by promi-

nent industry players, showing its wide applicability. Tranco is

a contributing data partner to projects by the Electronic Frontier

Foundation (for their ‘Privacy Badger’ extension) [27], the Internet

Society’s Pulse project (measuring the health, availability and evolu-

tion of the Internet) [20], the Brave browser (filtering search results

and minimizing filter lists) [7, 37], ScamAdviser (as a popularity

indicator),
5
URLhaus by abuse.ch (sharing malware URLs) [42],

BuiltWith [8], and W3Techs [13] (the latter two measuring web

technology usage). Tranco has been used for measurements by

3
https://scholar.google.be/scholar?oi=bibs&cites=1499698348405075976,1023476967

7796230547,17897712023882147302

4
https://www.sec.tu-bs.de/~konrieck/topnotch/sec_2010s.html

5
see, e.g., https://www.scamadviser.com/check-website/scamadviser.com
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Figure 1: Number of customized lists generated over time,
through the website or the API.

Mozilla [38], Cloudflare [45], F5 Labs [47], Palo Alto Networks’

Unit 42 [24], Avast [6], and ICANN [17, 18]. Tranco is available

as a filter list in the threat intelligence platforms from MISP [28],

SEKOIA [41], Intel Owl [5], and ThreatConnect [14].

On the media side, Tranco was used by journalists from the

Norwegian public broadcaster NRK [15] and The Markup [26, 35],

and was mentioned in news articles from The Verge [46] and Se-

curityWeek [21] that reported on the demise of the Alexa ranking.

Prominent security researchers Scott Helme and Troy Hunt use

Tranco for their scans of the state of security on the web [16] and

the Why No HTTPS? project [19], respectively.

Usage statistics. The online service for accessing the daily stan-

dard Tranco ranking and generating customized lists is publicly

and freely available. Since the Tranco ranking was made public

in February 2019 until 21 November 2022, 1,374 daily lists were

published on this service. In addition, 497 distinct users generated

9,268 customized lists, with a noticeable uptick for the latter in

2022 (Figure 1). The API is also increasingly popular for generating

lists, having been used for 712 lists already since early 2022. Filters

are used in moderation, with 858 lists selecting probable websites

using the Chrome User Experience Report, 399 lists including or ex-

cluding certain TLDs, 346 lists removing known malicious websites

using Google Safe Browsing, and 262 lists filtering organizations.

According to a one-week log from September 2022 of the AWS S3

bucket serving the daily list, around 25 unique endpoints request the

daily list per hour, with a noticeable spike to around 70 endpoints

when the new daily list is released at midnight (Figure 2). Based on

web analytics data available to us, the Tranco website receives at

least 700 daily unique visitors, and over 1,000monthly clickthroughs

from Google search results. These last metrics ignore those who

opt out of analytics tracking, as well as those who directly access

list ZIP files, in particular the daily list, which is available at a stable

URL that does not require passing through the Tranco website.

The GitHub repository with our open-source implementation

has been forked 12 times and starred 74 times, although this under-

represents the impact, as not many people will need to consult the

list generation code but instead use the end product that is avail-

able on our website. More telling is the usage of the Tranco Python

package, which has been downloaded over 121,000 times [3], with

a noticeable increase in fall 2021 (Figure 3). This shows that our

open dataset is integrated into a variety of software projects.

3
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Figure 2: Number of unique IPs downloading the daily list,
grouped by hour.
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Figure 3: Number of monthly downloads of the Tranco
Python package.

Follow-up work. As a final testament to the impact of our research

and the artifact that resulted from it, and the importance of having

such a well validated dataset available, we discuss other research

and industry projects that have proposed and published rankings

similar to Tranco.

Naab et al. [31] developed and published prefix top lists
6
that

derive a ranking of network prefixes from existing domain rankings,

intended for measurements of Internet infrastructure such as CDNs

or core routers. Aqeel et al. [4] developed and published Hispar,
7
a

ranking that includes internal pages, i.e., pages beyond the landing

pages that are typically measured when visiting the websites in

a domain ranking. They discover these internal pages through

search engine results. The ranking is intended for increasing the

per-website coverage of a measurement, and improve the validity

of findings for a website. Unfortunately, both initiatives appear to

have stopped publishing new rankings.

In 2022, Xie et al. [48] developed the SecRank ranking method

for passive DNS traffic, which is based on weighted voting across

the domain preferences of individual IP addresses. They publish a

list where they apply their method to passive DNS data from 114

DNS (a Chinese public DNS resolver),
8
but downloading this list

requires an account and is therefore more difficult to implement

automatically.

6
https://prefixtoplists.net.in.tum.de/

7
https://hispar.cs.duke.edu/

8
https://secrank.cn/topdomain

In industry, there are two prominent new initiatives. Domain-

Tools published a passive DNS-based ranking using data from their

Farsight network [12]. Within their threat intelligence product Iris,

they also incorporate a ranking that is aggregated using the same

method as Tranco [12]. Cloudflare also published their ‘Radar’ pas-

sive DNS-based ranking [25]. Other companies have also published

independent analyses of Tranco. Infoblox compared their (propri-

etary and not publicly available) InfoRanks ranking [39] to existing

rankings, including Tranco, on properties such as similarity and be-

nignness. DeepSee analyzed the influence of individual component

rankings, and in particular Alexa, on the final ranks in Tranco [29].

4 OUTLOOK TO THE FUTURE
We currently already provide a robust, well used, and increasingly

important service to the community. However, we still have many

exciting plans for new tools that would make Tranco even more

useful, and would guarantee its long-term availability and impact.

We continue monitoring the space of top sites lists, and track

both the arrival of new lists and the discontinuation of existing

lists. Concretely, we are looking into integrating the Chrome User

Experience Report [1] and Cloudflare Radar [25] rankings, after

necessary recalibration due to their bucketed ranks. We have ongo-

ing work designing a domain ranking using passive DNS data in

a privacy-preserving manner. This ranking would improve upon

existing rankings in terms of transparency, as the ranking method

would be fully transparent; and availability, as it would depend on

a raw data source that is unlikely to disappear soon.

The current Tranco list incorporates rankings across a variety of

vantage points, sourced from both web-based measurements and

DNS traffic. Since studies usually consider either only websites or

all types of Internet infrastructure, having the combination of all

vantage points in one ranking may not be desirable, especially for

the web-focused studies. While we already provide the ability to se-

lect only web-focused rankings for generating a customized list, we

are developing a service classification that would indicate whether a

domain rather hosts a website or is used as part of broader Internet

infrastructure. We then also intend to generate separate rankings

for web and infrastructural resources, providing researchers the

ability to select the ranking that is most appropriate for their re-

search. We are also exploring solutions in the space of domain

classification based on openly available data sets, as researchers

currently rely on commercial solutions that are difficult to access

at scale and may be insufficient in accuracy and coverage [43].

For the Tranco website, we are working to develop a dashboard

through which researchers can visually explore the Tranco ranking

to better understand its properties, such as the long-term stability,

relative importance of the component rankings, or composition

in terms of, e.g., TLDs or organizations. Finally, to increase the

resilience of Tranco, ensure that the previously generated lists

remain retrievable and therefore ensure that the research that used

those lists remains maximally reproducible, we intend to duplicate

the lists on a long-term stable (research) repository such as OSF
9

or the Internet Archive. With these features gradually being added

to Tranco, we guarantee that it remains available, useful, relevant,

and growing in impact for the foreseeable future.

9
https://osf.io/
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